FINTECH x SMART CONTRACTS

Smart contracts
In fintech

A production architecture for
programmable B2B settlement

ARCHITECTURE + DFD « FLOWCHART ¢ SECURITY -
ROLLOUT
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01 — DESIGN PRINCIPLE

Use the contract as a settlement controller

The winning design is hybrid—not chain-only.

SMART CONTRACT FINTECH PLATFORM
What it should do What stays off-chain
® Lock tokenized settlement value ® KYC/AML, sanctions and fraud
controls
® Enforce deterministic state ® X pricing, treasury and liquidity
transitions
® Release, refund or pause by ® Double-entry ledger and
rule accounting
® Emit verifiable settlement ® Bank and mobile-money
events orchestration

Regulated rails + Internal ledger - Smart contract

= a programmable settlement flow with controlled risk
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02 — REFERENCE ARCHITECTURE

Hybrid B2B payment stack

BUSINESS
EDGE . .
Business client | ERP

CONTROL PLANE

API + Payment Core double-entry
Compliance | Risk Orchestrator ledger
1 payment instruction 2 reserve / post

7 contract events — ledger + reconciliation

Y J
|
SETTLEMENT CONTROL
Smart contract Evidence + Signers
Wall
Custody / Wallet Escrow + state HSM | MPC
3 create + fund 6 verify + sign

5 authenticated result

4 payout instructjon

FIAT PAYOUT RAIL

— Payout partner Bank / mobile wallet Beneficiary
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03 — DATA-FLOW DIAGRAM

DFD Level 0: data moves; secrets do not

EXTERNAL ENTITY

_ payme_nt 1.0 validated 2.0

Business client Settlement orchestrator

Payment intake verified

state

payout request

\ 4 ™\
3.0 . .
. signed fipal .
Compliance + i Payout provider
evidence
) N y
DATA STORES read / write records
D1 CORE LEDGER D2 COMPLIANCE D3 CONTRACT STATE
Reservations, KYC/AML evidence 1205, haSheS’.
. . . amount, expiry, state
postings, balances + decisions

Privacy boundary

Names, KYC files, bank details and provider payloads stay off-chain. The contract
receives references, hashes and authorized state transitions.
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04 — END-TO-END FLOW

From payment instruction to final settlement

Collect fiat

Licensed provider or
safeguarded account

Screen payment

KYC/AML, sanctions, fraud and
limits

Reserve funds

Internal double-entry ledger

Create + fund

Settlement ID, asset, amount
and expiry

}O | UNKNOWN
4 )
INDETERMINATE
Keep value locked
. J

Reconcile + manual decision
Then settle or refund
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Instruct payout

Partner executes local bank or
wallet transfer

Receive evidence

Authenticated webhook and/or
provider query

Validate result

Payment ID, amount, currency
and final status

YES

SETTLED
Release value
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05 — CONTRACT LOGIC

Every settlement transition is explicit
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FUND

RELEASE
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authorized resolution

Critical invariant

A provider timeout is not a failed payout. Move to INDETERMINATE, stop blind retries,
and reconcile before the next state transition.
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06 — DATA BOUNDARY

On-chain vs off-chain

Put proof on-chain. Keep personal and commercially sensitive data in controlled
systems.

ON-CHAIN OFF-CHAIN

IDENTITY IDENTITY

Pseudonymous settlement ID Names, KYC files, contact data
MONEY MONEY

Asset, amount, expiry FX quote logic, spread, liquidity
STATUS STATUS

State + permitted transitions Risk scores, sanctions decisions
EVIDENCE EVIDENCE

Evidence hash + signer proof Provider payloads and webhooks
AUDIT AUDIT

Contract events + timestamps Bank / wallet account details

Design test: if a blockchain explorer exposed this field, could it identify a person or
reveal pricing strategy? If yes, keep it off-chain.
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07 — TRUST BOUNDARY

How a bank result reaches the contract

The contract cannot call a bank API. An off-chain service must transform a provider result
into verifiable, authorized evidence.

N\ N\ N\
Payout Webhook / Evidence Signer quorum
partner API poller service HSM | MPC
/L /L /L
external off-chain trust zone on-chain

Five validation gates

G Authenticate the source mTLS/signature, allowlisted endpoint, timestamp window

e Bind references provider transaction reference - internal paymentid

e Match financial facts amount, currency, beneficiary reference and corridor
° Accept terminal evidence only a documented final status can release value
a Prevent replay nonce, idempotency key, signer quorum and role checks

Only then: release, refund—or remain safely locked.
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08 — FAILURE RECOVERY

Unknown is a real payment state

Treat uncertainty as a controlled state—not as permission to retry the money
movement.

Payout request _Tlmeout I no INDETERMINATE
sent final response
STOP AUTOMATIC
RETRY
4 A
Query provider + reconcile
ledger, contract and bank result
\ J

Final
result?

STILL

UNKNOWN
NOT PAID
SETTLED REFUNDED MANUAL REVIEW
Production safeguards
Idempotency keys Funds stay reserved ( Safe retry policy ) rgcoonr:::ri‘llij:tlifn
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09 — DELIVERY ROADMAP

Five gates to production

Start narrow, prove invariants, then expand corridors and value limits.

SANDBOX

Model states + invariants Unit, fuzz, timeout and recovery tests

INTEGRATE

Wallet/custody, on-ramp and payout

Connect regulated rails adapter

PROVE

Signed evidence, quorum and event
indexing

Build the evidence path

SECURE

Audit, RBAC, multisig, HSM, pause and

Harden every authority limits

PILOT

One asset + partner, low limits, live

One controlled corridor reconciliation

BLOCKCHAIN REGULATED RAILS INTERNAL LEDGER

Settlement control + Fiat movement + Financial truth

Build for production—not just for the demo.
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